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User logs into marketplace 
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Request user to enter file info 
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Request user to choose pricing options 
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Request user to set the retail price 
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Request user to set the reseller commission 
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Link info to user's account 
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Yes- 



Request user to enter search terms 



Request user to enter display options 
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Request user to enter sorting options 
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Display search results 
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Add user to list of resellers for selected 
file and provide user with the file 
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Request user to enter search 
terms and display results 



Charge user the retail price set for 
the file selected for downloading 



Provide content owner with a 
payment based on the retail price 



If file downloaded from a reseller, subtract 
reseller commission from the payment 
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Allow user to change both 
-Yes — ►! the retail price and the reseller 
commision in real-time 
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Allow user to download and install a client application 
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Receive user's registration information 
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Generate account information, including a 
digital certificate that includes a unique private key 
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Store user's account information in a user database, 
and the user's private key in a certificate database 
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Notify user and execute the client application 
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Generate a bitstream ID 
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Use the private key to generate a digital signature 
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Upload fingerprint to the server 



Store file information in the query and location 

databases, and store the bitstream ID 
and digital signature in the fingerprint database 



0 




112 



FIG. 5A 



B J 

T / 114 



Server searches for a match 
and returns results 
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Presort results based on client nodes 
located closest to requesting client node 
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User clicks on the file returned as 
the search results to download the file 



Download different portions of the 

file from multiple nodes and 
reassemble the file upon receipt 



If receiving client node is logged into the 
server node and no firewall separates 
the two nodes, establish a peer-to-peer 
connection between the two nodes 



If receiving client node not logged into 
the network, then temporarily store 

file on the server and deliver 
when receiving client node logs-in 



If there is a firewall, then server node 
acts as a proxy for the receiving client node 
and the file is sent through the server node 
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Charge account of user 
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Retrieve the file's fingerprint and 
user's public key from server 
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Use public key to decrypt the digital 
signature in the fingerprint, and generate 
a new bitstream ID and compare with 
the bitstream ID in the fingerprint 










File is authenticated if the digital 
signature is successfully decrypted 
and the two bitstream ID's match 
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Provide subscription-based decentralized 
file downloads to the client nodes 



Receive subscription content from content owners 
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Display a list of channels representing 
various types of content available 
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User selects files or channels 
to which to subscribe 
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When updates to the selected files are available, make 
files available for delivery to the subscribing client node 



Locate closest client node containing the file, and transfer the 
file directly from that client to the subscribing client node 



Charge content owners for delivery based on a selected 
priority of delivery and the quantity of files delivered 
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Charge users the retail price upon delivery 
or opening pay-per-view subscription content 
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